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ABSTRACT 

The purpose of this project is to design, implement and test 

an IoT based Anti-Crime platform using unobtrusive 

MicroGPS chips. This project is chosen due to the high 

rates present in South Africa. This project will help in 

fighting crime and provide more security to property. The 

project is consists of four parts. The first part is 

requirement analysis, where I define the requirements and 

break them to simple form. The second part is design and 

prototype, where a platform is designed and a prototype is 

produced. The third part is implementation, where code is 

written and a working product is produced. The fourth part 

is testing, this is where the product is tested and bugs are 

fixed if any. To use the application, one is required to have 

a PC or laptop. The product will be implemented in Java 

and an OpenCPU platform which satisfies all the 

MicroGPS chip requirements will be used. 

1 INTRODUCTION 

1.1 Background 

One of the most difficult challenges faced by South Africa 
is crime [1]. Crime rates of this country are very high and 

everyone is affected [1].The levels of recorded crime in 
this country have been increasing since the mid-1980 [2]. 
“A comparison of crime rates shows that Johannesburg 
has the highest level of crime followed by Pretoria, Cape 
Town and Durban” [2]. The emigration of South African 
professional maybe because they are trying to escape high 
crime environment [1]. Young people especially those 
residing in townships are more likely to be the victims of 

crime [2]. Wealthy suburban residents are more likely to 
be victims of property crimes [2]. In South Africa crime 
rates are very high. In places like townships people are 
getting mugged every day, they lose their personal 
belongings such as smartphone, laptops, backpacks, 
handbags and there is no way of locating these items. 
Imagine on your way to or from work, someone jumps you 
and take your bag which contains your belongings and run 
away. In this moment you lose everything inside your bag 

and there is no way of getting them back. South Africans 
face this problem on daily basis. With advances in 
technology GPS chips are becoming smaller in size and 
this represents an opportunity to deploy them in small 
property such as backpacks, laptops and other small 
property. This will help to fight crime in South Africa as 

it will be possible to allocate stolen property. 

1.2 Problem Statement 

GPS chips are limited to medium size property such as 
cars due to their size and power. There is lack of tools for 
tracking small property such as backpacks and laptops. To 
get a GPS with high precision positioning requires 

advanced tools meaning the costs are high [3]. There is a 
need for a low cost MicroGPS tracking system. 

1.3 Objectives 

The aim of this project is to use these small GPS chips 
and develop an Internet of Things platform that will keep 

track of personal property. The small GPS chip will be 
mounted on the property in a manner that does not 
necessary attract attention. The objectives of the project 
is to design, implement and test our anti-crime platform. 
The GPS chip must have the following property, small in 
size, programmability, bidirectional communication, low 
cost and low power consumption. 

1.4 Significance of the Project 

The applications of this project includes helping crime 

units to locate stolen objects efficiently and /or having a 

personal tracker to locate misplaced property. 

2 LITERATURE REVIEW 

2.1 Overview of GPS 

“The Global Positioning System (GPS)is a satellite-based 

navigation and a surveying system for determination of 

precise position and time, using radio signals from the 

satellites, in real-time or in post-processing mode” [4].  

      This is how GPS works, first it is divided into three 

segments: the user segment, the space segment and the 

control segment [4]. The space segment, the space 

segment consists of 24 satellites orbiting the earth and 

their setup makes sure that at least four satellites are in 

view from every point on earth any time for positioning 

(3-D positioning) and navigation purposes [4]. Control 

segment, the control segment consists of a master control 

station (MCS), monitor stations (MSs) and an up load 

station (ULS) [4]. MSs consists of receivers and 

computers that are used to track satellites, collect ranging 

data from navigation signals [4]. This data is then 

transferred to the MCS for predicting satellites position, 

velocity and clock drift [4]. The ULS is used to load 

navigation messages into satellite memory [4]. User 

segment, the user segment contains user equipment such 

as a receiver, antenna, a data-processor with software and 

a display unit [4]. The GPS receiver computes the range 

and other data using navigational signals from at least four 

satellites for 3-D position and the position is displayed in 

coordinates, UTM, grid or other types of coordinates [4]. 

Errors and delays such as delays due to ionospheric 

refractions are catered by the processing software [4]. 

      When it comes to receivers there many types 

depending on your specific need [4]. These types ranges 

from high precision Rouge receiver to the hand-held 

navigation receiver [4]. 

2.2 GPS tracking systems 

There are reports, articles and Journals about GPS tracking 

system. For instance the GPS vehicle tracking system, it 

was a project about “automotive localization system using 

GPS and GSM-SMS services” [5]. Basically they 

developed a tracking system that will send the position of 

the vehicle to the owner via short message [5]. Their 

tracking system was made up of a GPS receiver, 

microcontroller and a GSM Modem [5]. Their system 
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presented a low cost solution for car tracking and their 

solution have many applications which includes car theft 

situations, monitoring adolescent drivers and others [5].                 

      Another project used GSP to help people from getting 

lost in unfamiliar places, to monitor children, to track 

business vehicles and others [6]. The aim of the project 

was to build a GPS tracing device and their system 

consisted of a GPS module that is used to collect data from 

the satellite and triangulate position [6]. 

2.3 MicroGPS Tracking Systems 

For micro-GPS there are articles and reports about projects 

that involved the use of a micro-GPS. A project was done 

to design and implement a GPS based personal tracking 

system [7]. The main objective of the project was to create 

a GPS based personal tracking system that is able to 

determine the position of a person or any other object that 

are valuable and this system uses a GPS to get the exact 

location of the person or the object [7]. The platform 

consisted of a GPS receiver and a GSM modem and they 

use an OpenCPU platform to eliminate the need of a 

separate microcontroller [7]. The size of the personal 

tracker was 1.5 x 3.75 inches with an accuracy error (exact 

position of the target) of less than 30m (CEP) [7]. 

       A conference paper demonstrating the LEA-6T GPS 

receiver was published. “LEA-6T GPS receiver is an 

integrated navigational GPS module created by uBlox” 

[8]. This GPS differs from other GPS due to the fact that 

it does not only send position but it also sends raw data 

like pseudo range, carrier phase and Doppler [8]. The aim 

of the study was to “examine the usefulness of these 

findings for precise positioning, which would allow to use 

the test receiver in satellite geodesy” [8]. The size of the 

LEA-6T GPS receiver is 17.0x22.4x2.4 mm and it is low 

cost [8]. Tests were carried and the results were that the 

performance of LEA-6T receiver was acceptable [8]. 

            There is an article where they used a micro-GPS 

receivers to track small-bodied mammals. The aim of the 

study was to compared the performance of two micro-GPS 

receivers (traditional and snapshot) on pygmy rabbit and 

try to find out how GPS errors might affect “fine-scale 

assessments of space use and habitat selection” [9]. For 

this project they used the traditional and snapshot micro-

GPS receiver weighing less than 20grams [9]. There were 

interested in fix success rate (FSR) and location error (LE) 

and their final results suggested that “micro-GPS receivers 

are capable of addressing questions about space use and 

resource selection by small mammals, but that additional 

techniques might be needed to identify use of habitat 

structures (e.g., burrows, tree cavities, rock crevices) that 

could affect micro-GPS performance and bias study 

results” [9].  

            There is a research article for monitoring wild 

turkey movements and choice of habitat [10]. For this 

research they used a micro-GPS backpack unit [10]. They 

deploy their micro-GPS backpack units on wild turkey, 

monitor their movements and did some statistic tests [10]. 

They compared their results with results from the VHF 

telemetric methods which were standard methods for 

tracking wild turkey before micro-GPS [10]. Their 

“results indicate that micro-GPS have the potential to 

provide increased reliable data on turkey movement 

ecology and habitat selection at a higher resolution than 

conventional VHF telemetric methods” [10]. 

      A study was conducted to learn about the foraging 

behavior of lesser noddy anous tenuirostris [11]. In this 

study MicroGPS were used to track these sea birds and the 

MicroGPS size is approximately 2.0grams [11]. In this 

study 17 sea birds were tracked and the “Micro-GPS 

loggers were attached to the most retrices of breeding 

individual” [11]. All MicroGPS were recovered and the 

results were, lesser noddies mainly foraged in 

southwesterly direction and they return in the afternoon 

[11]. 

      There is an article about the study of bird behaviour at 

multiple scale. In this study tracking devices and bio-

loggers were used to provide information on behaviour of 

birds in their environment [12]. Their GPS tracker 

weighted 12grams, this includes the microprocessor, data 

storage, battery and GPS receiver [12]. The tracking 

system had to meet the following requirements, it must be 

flexible, it must provide location in 3 dimension and it 

must also allow flexible measurement scheme [12]. The 

GPS tracker is fortified with a radio receiver which allows 

data to be downloaded and uploaded remotely [12]. Tests 

were conducted and the results were as follows, the GPS 

tracker produced a mean error of 1.13m in position [12]. 

The GPS tracker uses the time in between intervals to 

triangulate its position and it uses up to 9 satellites [12]. 

      There is a report about the study of Testudo hermanni 

boettgeri in Eastern Hermann. The aim of the study was to 

get data on the movement of wild animals [13]. For this 

study micro GPS devices were used with an addition of 

VHF transmitters [13]. The dimensions of the micro GSP 

are not specified. Six Testudo hermanni of which four 

were female and two were male were the test subjects [13]. 

Tested were conducted by calculating their range from 

home [13]. The results of the study indicated that there 

was no major difference in home range size between males 

and females and this is independent of the size of the 

Testudo hermanni [13]. 

      A study used micro GPS transmitter to study semi-

aquatic nutria. The aim of the study was to study the 

environment and movement of Myocastor coypus [14]. 

The size of the micro GPS is not mentioned, the 

Myocastor weight was between 3 to 9 Kg [14]. Their 

collar consisted of a VHF transmitter, micro GPS and an 

antenna cable which formed a circular collar [14]. These 

collars were attached around the neck of Myocastor [14]. 

There tests were conducted in trials and the following 

were the results obtained. During the first trial 4 out of 5 

test subject showed lesion and this was fixed for the 

second trial [14]. After that everything went well and the 

results were excellent [14].  

      There is an article about the study of shearwater in the 

Mediterranean Sea. The aim of the study was to study the 

movements of shearwater in the Mediterranean Seas [15]. 

The GPS loggers were <9 grams in weight with 

dimensions of 20 x 40 x 6 mm and the GPS loggers were 

waterproof [15]. To attach the GPS, birds were captured 

twice the first time was to attach the GPS and the second 

time to retrieve the GPS [15]. Tests were conducted and 
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the results were as follows. The tests indicated that the 

shearwaters interchangeably used one of the two areas for 

fishing [15].  

3 USER REQUIREMENTS 

3.1 User View of the Problem 

The Anti-Crime platform will be used by anyone who 
wants to keep track their property, whether you live in a 
crime free area or not, where you are rich or poor because 
it will be low cost and whether you are young or old. The 
platform does not require literate people because it will 
easy to use and people wants easy to use applications. 
Potential users would like to initial tracks in alternative 

ways and they would also like to monitor and control their 
tracks.    

3.2 Brief Description of the Problem 

Domain 

The aim of the project is design and implement an IoT 
Anti-Crime platform for tracking property such as hand 
bag using MicroGPS chips. The chips will constantly 
sends information on the location of the property to a 
server. The information will be sent to the user and the 
user chooses to relay the information to authorities or not. 
The idea is get the exact location of the property and 
maximize batteries life. 

3.3 Software Solution Expectations 

The user expects the MicroGPS chip to provide accurate 
locations of the property. User does not expected to get 
like 20km radius location of the property. User expects the 
battery life to be long. User does not expect a track to fail 
after just an hour or two of tracking. Users expects to start 
a track even from their smartphones. The user expects the 
product to be a low cost solution. User does not expect to 
pay a value almost equivalent to the value of the property 
to be tracked. 

3.4 Use Cases 

 

 Figure 1: Use cases diagram 

4 REQUIREMENTS ANALYSIS 

4.1 Functional Requirements 

This section describes the functional requirements of the 
Anti-Crime platform application.  

4.1.1 Creating an account. In order to access the 
system, you need to be registered. Registration requires 

the following information: first name, last name, email 
address and cell number.                         

4.1.2 User Login. After creating an account you will 
a unique username and password. The unique username 
and password will be your login info and after login, the 
application will take you to the home screen. In situations 
where you forgotten your password or username, the 
system can send them to you via email. 

4.1.3 Creation of a track. To create a track you just 
click the track tab in the home and provide details to the 
fields required.  

4.1.4 Deleting a track. A user can remover/delete a 
track from the track list.  

4.1.5 Delete a user (manager). The manager can 
remove/delete any user in the system. 

4.1.6 View track. The manager can view all tracks in 
the system.  

4.1.7 Relay info. The user must have capability to 
relay the info (location of the property).      

4.2 Non-Functional Requirements 

4.2.1 Performance. The application should be fast in 
terms of response. You cannot wait like 2 minutes to load 
a page. 

4.2.2 Reliability. The system should provide accurate 
coordinates (position of the property). 

4.2.3 Ease of Use. It should be easy to navigate the 
system. User home picture for home button, back arrow 
for back and other things to make navigation is. 

4.2.4      Energy Efficiency. The tracker must send location 
to the server after a specific interval (be off in between the 
intervals) to prolong batteries life.  

4.2.5      Low Cost. The solution must be a low cost 
solution. 

4.3 System Requirements 

Different hardware and software components are required 
by the system. 

4.3.1      Software Requirements. The following are the 
software required for the application: Java, MySQL, 
Adobe XD, and Python.  

4.3.2      Hardware Requirements. The following hardware 
is required: MicroGPS chip, SIM card, laptop/PC.    

4.4  Functional Decomposition 

 

Figure 2: Functional Decomposition diagram  

5 USER INTERFACE SPECIFICATION 

This sections describes how the interface of the 
application will be like without getting into detail. To 
move through the page/tabs, you use a mouse (right click 
on the tab you want). 
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5.1 Log in Page 

Log in page is the first page of the application, it is where 
you get access to the application. Here you log in using 
your username and password. 

5.2 Registration Form   

In case you don’t have an account a registration button is 
available in the log in page, click it and fill the form to 
gain access. 

5.3 Home Page  

After the log in page it’s the home page. Home page 
contains tabs to pages like track management where you 
create and delete track and a notification tab.  

5.4 Track Page 

This is where you manage your tracks, you can either 
create a track, delete a track or observe your track. 

6 PROJECT PLAN 

 
Appendix A: Project plan in Month Interval  
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